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Title

Update Report on the Use and Operation of Surveillance and Acquisition of 
Communications Data Powers 

Is this a Key Decision and has it been included on the Forward Plan? 

No

Strategic Director Approving Submission of the Report

Judith Badger, Strategic Director of Finance and Customer Services

Report Author(s)

Neil Concannon, Service Manager (Litigation & Social Care), Legal Services

Ward(s) Affected

All

Executive Summary

This is the latest report to update the Audit Committee in its oversight role on the 
Council’s use of surveillance and acquisition of communication data powers under the 
Regulation of Investigatory Powers Act 2000 (RIPA).  The report also asks the Audit 
Committee to re-adopt the Council’s RIPA and Acquisition and Disclosure of 
Communications Policies.

Recommendations

That the Audit Committee:

1. Notes that the Council has not made use of surveillance or acquisition of 
communication data powers under RIPA during 2017/18, or to date in 2018/19.

2. Re-adopts in their current form, the Council’s RIPA and Acquisition and 
Disclosure of Communications Policies, save for minor amendments reflecting 
the name of the new regulator.

3. Agrees to accept a further update report in 6 months’ time.
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List of Appendices

Appendix 1: RIPA Policy
Appendix 2: Acquisition and Disclosure of Communications Data Policy

Background Papers

1. The Regulation of Investigatory Powers Act 2000 and associated Orders and 
Codes of Practice made thereunder.

2. The Office of Surveillance Commissioners Procedures and Guidance (July 2016)

Consideration by any other Council Committee, Scrutiny or Advisory Panel

None

Council Approval Required

No

Exempt from the Press and Public

No
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Title

Update on the Use and Operation of Surveillance and Acquisition of Communications 
Data Powers 

1. Recommendations 

That the Audit Committee:

1.1 Notes that the Council has not made use of surveillance or acquisition of 
communication data powers under RIPA during 2017/18, or to date in 
2018/19.

1.2 Re-adopts in their current form, the Council’s RIPA and Acquisition and 
Disclosure of Communications Policies, save for minor amendments to 
reflect the name of the new regulator.

1.3 Agrees to accept a further update report in 6 months’ time.

2. Background

2.1 The Regulation of Investigatory Powers Act 2000 (RIPA) provides a 
mechanism to make it lawful for public bodies such as local authorities, to 
use directed (i.e. covert) surveillance and covert human intelligence 
sources e.g. undercover officers and public informants (CHIS) for the 
purposes of the detection and prevention of crime. Any use of those 
powers has to be proportionate and necessary both in use and scope. The 
Council has a RIPA Policy that governs the use of those powers.

2.2 RIPA also provides a mechanism for public bodies such as local 
authorities to acquire communications data where it is proportionate and 
necessary to do so for the purposes of the detection and prevention of 
crime. The Council has a separate Acquisition and Disclosure of 
Communication Data (ACD) Policy to cover this activity. Typically this 
activity might include acquiring mobile phone subscriber details and 
details of itemised calls but not the content of calls. 

2.3 The Council’s corporate policies in this regard make provision for the Audit 
Committee to perform those functions by receiving reports on a 6 monthly 
basis.  This is the latest update report. 

3. Key Issues

3.1 As a result of the Investigatory Powers Act 2016, the powers of the Office 
of Surveillance Commissions (OSC) in relation to directed surveillance 
and CHIS, and of the Interception of Communications Commissioners’ 
Office (IOCCO) in relation to the acquisition and disclosure of 
communications data were taken over by one regulator.  The Investigatory 
Powers Commissioner’s Office (IPCO).  IPCO will continue the roles of the 
OSC and IOCCO in inspecting and auditing the use of RIPA powers by 
various public bodies, including local authorities.
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As previously with the OSC, the Council is required to notify IPCO of the 
number of directed surveillance/CHIS authorisations granted in each 
financial year. The annual return was made to IPCO in April for the 
financial year 2017/18, to confirm there were no such authorisations in 
that period. In addition, there have been no such authorisations this 
financial year thus far. 

3.2 Similarly the Council was previously required to notify IOCCO of the 
number of authorisations for the acquisition and disclosure of 
communications data granted each calendar year. There were no 
authorisations during 2017 and there have been no such authorisations 
this calendar year thus far.

3.3. As the Audit Committee is aware, the OSC inspected the Council’s use of 
surveillance powers in 2017. In line with one of the recommendations from 
the OSC Inspection report, a corporate training day was held for relevant 
officers from across all the Council Directorates, focussing on the use of 
CHIS. The training also covered RIPA and the use of social media which 
is a continually developing area and which was a line of enquiry during the 
OSC inspection.

3.4 The Council is required by the relevant Home Office codes of practice to 
ensure that the Council’s policies on the use of powers under RIPA are 
re-adopted each year by elected members. The policies were last 
considered by the Audit Committee in April 2017. As a result of 
recommendations made by the OSC in their Inspection Report last year, 
the RIPA Policy was amended to include a new section on the use of 
social media in investigations, and these issues were reinforced in the 
recent corporate training. Since that time there has been no revised Home 
Office codes of practice issued. In December 2017, IPCO conducted a 
public consultation on some suggested amendments to those codes of 
practice, including expanded guidance on the use of social media and 
guidance on the reporting of errors to IPCO when certain sections of the 
Investigatory Powers Tribunal 2016 are brought into force. However, to 
date, no revised codes of practice have been issued, the relevant sections 
of the 2016 Act have not been brought into force and there is no indication 
as to when that will happen. 

4. Other considerations and recommended proposal

4.1 Given that there have been no revised codes of practice issued by IPCO 
since the last RIPA and ACD Policies were set and there is no indication 
when this will happen, the current policies remain fit for purpose. 
Therefore, it is recommended that they be re-adopted in their current form 
save for very minor amendments replacing where appropriate reference to 
the ICO/IOCCO with IPCO. Should revised codes of practice be issued by 
the Home Office, or new guidance issued by IPCO which require 
amendments to the policies, then a further report will be presented to the 
Audit Committee. The recommendations in this report are also to note that 
there has been no requirement by the Council to make use of RIPA 
powers since the last report, that further corporate training has taken place 
in January and to receive a further update report in six months’ time.

5. Consultation
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5.1 None 

6. Timetable and Accountability for Implementing this Decision

6.1 Further update reports will be submitted to the Audit Committee on a six 
monthly basis in line with the Council’s policies, or sooner if required.

7. Financial and Procurement Implications 

7.1 The training covered within this report was met from within existing 
budgets.

8. Legal Implications

8.1 Legal Implications are considered in the main body of this report. 

9.     Human Resources Implications

9.1 There are no human resources implications.

10.   Implications for Children and Young People and Vulnerable Adults

10.1 There are no direct implications for children and young people and 
vulnerable adults.   

11. Equalities and Human Rights Implications

11.1 Adherence to the Council’s policies and the statutory guidance in relation 
to the use of RIPA and the Acquisition of Communication powers should 
ensure that the any actions taken are human rights compliant.

12.    Implications for Partners and Other Directorates

12.1 There are no direct implications for partners or other directorates. 

13.    Risks and Mitigation

13.1 The statutory Codes of Practice issued by the Home Office require elected 
members to have oversight of the RIPA powers to ensure that they are 
being used consistently with policies and that the policies are fit for 
purpose. A failure to have such member oversight would give rise to 
greater legal risk and adverse reports following inspections undertaken by 
IPCO.

14.  Accountable Officer(s)

Dermot Pearson, Assistant Director of Legal Services.

Approvals Obtained from:

Finance Manager: Named Officer: Paul Stone

Human Resources: Named Officer: John Crutchley

Assistant Director, Legal Services: Named Officer: Dermot Pearson

This report is published on the Council's website or can be found at:-
http://moderngov.rotherham.gov.uk/ieDocHome.aspx?Categories

http://moderngov.rotherham.gov.uk/ieDocHome.aspx?Categories

